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SecureSoft SecureShield- v2.0[24],
LINUX kernel packet filter(ipfwadm)[25], TIS Firewall
SNMP Toolkit[23]
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SNMP MIB
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3.1 (User Table) 32. (Agent Table)

level' , < 2
< 1>
< 1>
Field Data Type Description
) SNMP
user_id INT SNMP
community [11, 12, 19]
name VARCHAR(20)
Login ID < 2>
Login Field Data Type Description
passwd CHAR(10)
agent_id |INT
(NM,| " |name VARCHAR(20)
level ENUM
SM, TSM)
(pkt_filter, app_gw,
network CHAR(15) type ENUM
circuit_gw,
description |TINYTEXT stateful_inspection)
ext_addr |CHAR(15)
(Network Manager, NM), (General int_addr |CHAR(15)
Security Manager, GSM), (Top-
level Security Manager, TSM) community [VARCHAR(20) SNMP community|
33. (Policy table)



< 3
(ID :
Field Data Type [Description ID):
index INT
policy |ENUM (permit, deny) Resulting Policy List = ¢ user_id = ID(Policy table)
state ENUM (enable, disable)
Policy table User table
src_addr [CHAR(15) index agent_id | user_id user_id
1 2 1 1
src_port |CHAR(5) (0~65535) - 3 —I_, -
dst_addr |CHAR(15) 3 S 2
dst_port [CHAR(5) (0~65535) Agent table
protocol |ENUM (IP, TCP, UDP, ICMP) 20ene{d
> 1
service [CHAR(20) (Telnet, WWW, FTP..) o 2
s_time [DATETIME
e_time [DATETIME
( 4
day ENUM (mon, tue, wed, thu,
fri, sat, sun, all) DBMS MySQL
notice  [ENUM (log, MySQL 10000
(tuple)
alarm, log_alarm)
c time [DATETIME DBMS ,
m_time |DATETIME SQL DBMS
agent_id [INT ID
user_id [INT ID
commeny TINYTEXT DBMS
34. DBMS
4,
C 4 ( 5 ISMS
Java
, DBMS
(o SELECT
Operation, 1D : ID):

Resulting Policy List = o agent_id = ID(Policy table)
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(policy collision)

Pe(existing policy)
Pr(requested policy)



, permit deny

{Pe=Pr}
, Pe Pr
|
|
{Pe PrORPe Pr}
{(Pe PrORPe Pr)AND (Pe ~ Pr)}
permit
' deny
(
)
|
{Pe ~ Pr}
User request :| A B Web ) |
) ) > Session
User id / Client address information
Parsed policy : | Policy : deny Network / Host address
src_addr : IP address of network A
src_port : any Agent, firewall Agent Table
dst_addr : IP address of host B information a
dst port: 80 .
% User Table
Policy integrity Policy arguments / User id a &
User permission check >
Policy arguments Policy Table
I |
accessCtrlPolicylndex : Null ~
accessCtrIPolicyAdmin : user id
accessCtrlPolicyState : enable oD MIB

|

SNMP SetRequest message

( 6



DB i} }
SNMP Trap
( )
SNMP Trap
DB
SNMP MIB
SNMP SetRequest
SNMP GetResponse
SNMP
, SNMP trap

SNMP
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